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DevOps VietNam

NMAP CHEAT SHEET

Vi DU VE NMAP (NMAP EXAMPLES)

Muc dich

Phat hién phién ban
dich vu va hé diéu
hanh

Phat hién may chu
web

Quét 10 céng phd bién
nhat

Kham phéa host bang
ping broadcast

Lay thong tin tr ban
ghi whois

Brute force ban ghi
DNS

Quét tudng Ira dé
phat hién gid mao dia
chi MAC

Chay tat ca script trong
danh muc vuln

Chay script trong danh
muc version hoac
discovery

Phat hién sniffer

QUET CO BAN (BASIC SCANNING)

Lénh

nmap [target]

nmap -sS [target]

nmap -sT [target]

nmap -sU [target]

nmap -sn [target]

Lénh

nmap -sV -0 [target]

nmap -sV --script http-
title [target]

nmap --top-ports 10
[target]

nmap --script
broadcast-ping

nmap --script whois
[target]

nmap --script dns-brute

[target]

nmap -v -sT -Pn --
spoof-mac 0 [target]

nmap -sV --script vuln
[target]

nmap -sV --
script=version, discover
y [target]

nmap -sP --script
sniffer-detect
[target]

M6 ta

Quét co ban cac cong mé&
trén muc tiéu

Quét SYN (nhanh, &n, khéng
can két noi day dua)

Quét TCP Connect (két ndi
day da)

Quét céng UDP

Quét ping (kiém tra host
séng, khéng quét cong)

QUET CONG (PORT SCANNING)

Lénh

nmap -p [port]
[target]

nmap -p- [target]

nmap -F [target]

nmap --top-ports
[n] [target]

Méb ta

Quét cdng cu thé (vi du: -p
80)

Quét tat cd 65535 cong

Quét nhanh 100 céng phd
bién nhat

Quét [n] cdng phd bién nhat

PHAT HIEN HE PIEU HANH VA DICH VU

Lénh
nmap -0 [target]

nmap -sV [target]

nmap -A [target]

M6 ta
Phat hién hé digu hanh
Phat hién phién ban dich vu

Quét toan dién (OS, dich vu,
script, traceroute)

TUY CHON THOI GIAN (TIMING OPTIONS)

Lénh

nmap -TO [target]

nmap -T4 [target]

nmap -T5 [target]

M6 ta
Quét rat cham (an t6i da)

Quét nhanh (mac dinh cho
mang tét)

Quét cuc nhanh (c6 thé mat
chinh xac)

XUAT KET QUA (OUTPUT OPTIONS)

Lénh

nmap -oN [file]
[target]

nmap -oX [file]
[target]

nmap -oG [file]
[target]

nmap -oA [base]
[target]

M6 ta

Luu két qua vao tép dang
thudng

Luu két qua vao tép XML

Luu két qua vao tép
Grepable

Luu két qua tat ca dinh dang
(normal, XML, Grepable)



nmap -Pn [target]

B qua ping, gia dinh tat c
host séng

TUY CHON CHI TIET VA GO LOI

Lénh

nmap -v [target]

nmap -vv [target]
nmap -d [target]

nmap -dd [target]

M6 ta

Hién thij chi tiét qua trinh
quét

Hién thj chi tiét hon
Ché do6 g& 16i co ban

Ché do g& 16i chi tiét hon

SCRIPT NMAP (NSE)

Lénh

nmap --script
[script] [target]

nmap --script
[category]
[target]

nmap --script-args
[key]=[value]
[target]

nmap --script-help
[script]

M6 ta

Chay script cu thé (vi du:
http-enum)

Chay tat ca script trong danh
muc (vi du: vuln)

Truyén tham sé cho script

Hién thi trg gitp cho script
cu thé
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