@ DevOps VietNam

IPROUTE2 CHEAT SHEET

iproute2 la bd cong cu quan ly mang trén Linux, thay thé cho net-tools, hd trg cdu hinh dia chi, dinh tuyén, lién két, tunnel, v.v.

* Ghi chu: $ (address) la dia chi IP (IPv4/IPv6, dang thap phan chadm hodc prefix); $ (mask) cé thé la subnet mask hodc dd dai

prefix (vi du: /24).

QUAN LY PIA CHI (ADDRESS MANAGEMENT)

Lénh

ip address show

ip address show
$(interface)

ip address show
up

ip address show
[dev $
(interface)]
permanent

ip address show
[dev $
(interface)]
dynamic

ip address add $
(address)/$
(mask) dev $
(interface)

ip address add $
(address)/$
(mask) dev $
(interface)
label $(label)

M6 ta

Hién thi tat ca dia
chiIP

Hién thi dia chi cla

giao dién cu thé

Chi hién thi giao
dién dang hoat
dong

Chi hién thj dia chi

tinh

Chi hién thi dia chi

dong (DHCP)

Thém dia chi vao
giao dién

Thém dia chi vdi
nhan

Vidu

ip -4 addr
show

ip addr show
etho

ip addr show
dev etho
permanent

ip addr show
dev etho
dynamic

ip addr add
192.0.2.10/24
dev etho

ip addr add
192.0.2.1/24
dev etho
label
ethe:alias

- Dja chi ddu tién thém vao la primary (ding lam nguén mdc dinh).

- C6 thé thém nhiéu dia chi trén cung giao dién.

QUAN LY PINH TUYEN (ROUTE MANAGEMENT)

Lénh

ip route get $
(address)/$
(mask)

ip route show
cached

ip route add $
(address)/$
(mask) via $
(next_hop)

ip route add $
(address)/$
(mask) dev $
(interface)

M6 ta

Xem route thuc té
kernel dung

Xem bd dém route

(kernel < 3.6)

Thém route qua
gateway

Thém route qua
giao dién

S(ra route

Vi du

ip route get
192.0.2.1

ip route add
192.0.2.128/2
5 via
192.0.2.1

ip route add
192.0.2.0/25
dev etho

QUAN LY LIEN KET (LINK MANAGEMENT)

Lénh Mo ta

Hién thi tat ca lién
két

ip link show

ip link show dev Hién thjliéen két cu
$(interface) thé

ip link set dev = BAat/tat lien két
$(interface)

[up|down]

ip link set dev
$(interface)
alias "$
(description)"

bat biét danh

ip link set dev  D&itén giao dién
$(old_name) name

$(new_name)

ip link set dev  Thay d6i dia chi
$(interface) MAC

address $

(address)

ip link set dev  Thay d6i MTU
$(interface) mtu
$(value)

ip link delete Xoa lién két
dev $

(interface)

ip link set $ Bat/tat multicast
(interface)
multicast [on]

off]

ip link set $ Bat/tat ARP
(interface) arp

[on]|off]

ip link add name Tao VLAN
$(vlan_name)

link $(parent)

type vlan id $

(tag)

ip link add $
(interface) type
ifb

Tao giao dién IFB

ip link add name Tao cap veth
$(vethl) type

veth peer name $

(veth2)

Vidu

ip link show

ip link show
dev etho

ip link set
dev etho up

ip link set
dev etho
alias "LAN
interface"

ip link set
dev etho name
lan

ip link set
dev etho
address
22:ce:e0:99:6
3:6f

ip link set
dev tun® mtu
1480

ip link
delete dev
tuno

ip link set
etho
multicast on

ip link set
ethe arp off

ip link add
name vlanl0
link etho
type vlan id
10

ip link add
ifb10 type
ifb

ip link add
name veth-
host type
veth peer



ip route change

$(route_spec)

ip route delete

$(route_spec)

ip route add
default via $
(address)

ip route add
blackhole $
(address)/$
(mask)

ip route add
unreachable $
(address)/$
(mask)

ip route add
prohibit $
(address)/$
(mask)

ip route add
throw $
(address)/$
(mask)

ip route add $
(address)/$
(mask) via $

(gateway) metric

$(number)

ip route add $
(address)/$
(mask) nexthop
via $(gwl)
weight $(w1)...

Xb6a route

Thém route mac
dinh

Route loai bo goi tin

Route tra vé
"unreachable"

Route trd vé
"prohibited"

Route dirng xcr ly
bang

Thém route v&i do
uu tién

Multipath routing

ip route
change
192.168.2.0/2
4 via
10.0.0.1

ip route
delete
192.0.2.0/25
dev etho

ip route add
default via
192.168.1.1

ip route add
blackhole
192.0.2.1/32

ip route add
unreachable
192.0.2.0/24

ip route add
prohibit
192.0.2.0/24

ip route add
throw
192.0.2.0/24

ip route add
192.168.2.0/2
4 via
10.0.1.1
metric 5

ip route add
default
nexthop via
192.168.1.1
weight 1 ...

- Route tinh sé bj x6a néu giao dién ngirng hoat déng, can phan mém
nhu NetworkManager dé khoi phuc.

QUAN LY NHOM LIEN KET (LINK GROUP)

Lénh

ip link set dev

$(interface)
group $(number)

ip link set dev

$(interface)
group O

echo "$(number)
$(name)" > /etc/

iproute2/group

M6 ta

Thém giao dién vao

nhom

X6a giao dién khoi
nhom

Gan tén tugng
trung cho nhom

Vidu

ip link set
dev etho
group 42

ip link set
dev etho
group 0

echo "10
customer -
vlans" > /
etc/iproute2/
group

- IFB: Dung dé chuyén huéng luu lugng vdi tc.
- veth: Tao & trang thai UP, khéng can bdt thu céng.

name veth-
guest

QUAN LY BANG NEIGHBOR (ARP/NDP TABLES)

Lénh

ip neighbor
show

ip neighbor show
dev $
(interface)

ip neighbor
flush dev $
(interface)

ip neighbor add
$(address)
1laddr $(mac)
dev $
(interface)

ip neighbor
delete $
(address) lladdr
$(mac) dev $
(interface)

M6 ta

Xem bang neighbor

Xem neighbor clia
giao dién

X6a bang neighbor
clia giao dién

Thém ban ghi
neighbor

X6a ban gh
neighbor

Vidu

ip neigh
show

ip neigh show
dev etho

ip neigh
flush dev
ethl

ip neigh add
192.0.2.1
1laddr
22:ce:e0:99:6
3:6f dev

etho

ip neigh
delete
192.0.2.1
1laddr
22:ce:e0:99:6
3:6f dev

etho

QUANLVTUNNELUUNNELMANAGEMENU

Lénh

ip tunnel add $
(interface) mode
ipip local...

ip tunnel add $
(interface) mode
sit local...

ip -6 tunnel add
$(interface)
mode ip6ipé6. ..

ip link add $
(interface) type
gretap local...

ip tunnel add $
(interface) mode
gre local...

ip tunnel del $
(interface)

ip tunnel show

M6 ta

Tao tunnel IPIP

Tao tunnel SIT

Tao tunnel IP61P6

Tao tunnel gretap

Tao tunnel GRE

Xéa tunnel

Xem théng tin tunnel

Vi du

ip tunnel add
tund mode
ipip local
192.168.1.1 .

ip tunnel add
tun0@ mode sit
local

192.168.1.1 .

ip -6 tunnel
add tun® mode
ip6ip6. ..

ip link add
gretap@ type
gretap...

ip tunnel add
gre0@ mode
gre...

ip tunnel del
greod

ip tunnel
show tuno



ip link set Thuyrc hién thao tac ip link set
group $(number)  trén nhém group 42
$(operation) down

ip link show Xem thoéng tin nhém = ip link show
group $(number) group 42

QUAN LY THIET BI TUN/TAP

Lénh Mo ta Vi du

ip tuntap add Tao tun/tap vé&i dinh ~ ip tuntap add
dev $(interface) dang goiPI dev tunl mode
mode $(mode) pi tun pi

ip tuntap add Tao tun/tap bd qua ip tuntap add
dev $(interface) flow control dev tunli mode
mode $(mode) tun

one_queue one_queue

ip tuntap del X6a tun/tap ip tuntap del
dev $ dev tuno

(interface)

- Tunnel tao & trang thai DOWN, can bdt Ién bdng ip link set.

QUAN LY L2TPV3 PSEUDOWIRE
Lénh Mo ta

ip 12tp add Tao tunnel L2TPv3
tunnel tunnel _id qua UDP
$(local_id)...

ip 12tp add Thém session vao
session tunne
tunnel_id $

(id)...

ip 12tp show Xem thong tin
session session

Vidu

ip 12tp add
tunnel
tunnel_id
1...

ip 12tp add
session
tunnel_id
1...

ip 12tp show
session
tunnel_id 1



PINH TUYEN THEO CHINH SACH (POLICY ROUTING)

Lénh

ip route add $
(options) table
$(table_id)

ip route show
table $
(table_id)

ip rule add from

$
(source_network)
$(action)

ip rule add to $

(dest_network) $
(action)

ip rule add tos
$(tos_value) $
(action)

ip rule add
fwmark $(mark) $
(action)

ip rule add iif
$(interface) $
(action)

ip rule add oif
$(interface) $
(action)

ip rule show

ip rule del $
(options) $
(action)

ip rule flush

M6 ta

Tao route trong
bang tay chinh

Xem route trong
bang

Rule theo mang
nguoén

Rule theo mang
dich

Rule theo ToS

Rule theo firewall
mark

Rule theo giao dién
vao

Rule theo giao dién
ra

Xem tat ca rule

Xoéa rule

Xoba tat ca rule

Vidu

ip route add
192.0.2.0/27
via
203.0.113.1
table 10

ip route show
table 100

ip rule add
from
192.0.2.0/24
lookup 10

ip rule add
to
192.0.2.0/24
blackhole

ip rule add
tos 10 lookup
110

ip rule add
fwmark 0x11
lookup 100

ip rule add
iif etho
lookup 10

ip rule add
oif etho
lookup 10

ip -6 rule
show

ip rule del
from
192.0.2.0/24
lookup 10

ip -6 rule
flush

Bdng mdc dinh: local (255), main (254), default (253).

QUAN LY CAU HINH SYSCTL (NETCONF)

Lénh
ip netconf show
ip netconf show

dev $
(interface)

Mo ta

Xem cau hinh sysctl
tat ca giao dién

Xem cau hinh sysctl
clia giao dién

Vidu

ip netconf
show dev
etho

KHONG GIAN MANG (NETWORK NAMESPACE)

Lénh

ip netns add $
(namespace)

ip netns list

ip netns delete
$(namespace)

ip netns exec $
(namespace) $
(command)

ip netns pids $
(namespace)

ip netns
identify $(pid)

ip link set $
(interface)
netns $
(namespace)

ip link add name

$(vethl) type
veth peer...

M6 ta

Tao namespace

Liét ké namespace

Xb6a namespace

Chay Iénh trong
namespace

Liét ké PID trong
namespace

Xac dinh
namespace clia PID

Gan giao dién vao
namespace

Két néi namespace

QUAN LY VXLAN / MULTICAST

Lénh

ip link add $
(interface) type
vxlan id...

ip maddress
show

ip maddress add
$(mac_addr)
dev...

M0 ta

Tao lién két VXLAN

Xem nhém multicast

Thém dia chi
multicast

Vidu

ip netns add
nsi

ip netns
delete nsi1

ip netns exec
nsl ip addr

ip netns pids
nsi

ip netns
identify
1234

ip link set
etho netns
nsi

ip link add
name vetho
type veth...

Vidu

ip link add
vxlano type
vxlan id
100...

ip maddr show
dev etho

ip maddr add
01:00:5e:
00:00:ab. ..

THEO DOI SU’ KIEN (NETWORK MONITORING)

Lénh

ip monitor

ip monitor $
(event_type)

ip monitor $
(event_type)
file $(log)

M6o ta

Theo dbi tat ca su
kién

Theo dai su kién cu
thé

Doc log tur rtmon

MEO SU’ DUNG (TIPS)

Vidu

ip monitor
route

ip monitor
route file /
log. ..

* IPv4/IPv6: Thém -4 hodc -6 vao lénh dé loc (vidu: ip -6

addr show).

» Debug: Ding ip -s link dé& xem théng ké chi tiét luu

lugng



» Tam th&i: Cac thay d6i khong Iuu vinh vién trir khi cdu hinh
vao file hé théng.
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